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Hacking the Hackers: 
Can You Still Deceive 
an AI Attacker?
Three decades of cyber-deception — honeypots, honeytokens, 

decoys — were tuned to fool human intruders. As autonomous, 

LLM-driven attackers move from headlines to your perimeter, 

the question is whether those defenses still work. We ran the 

largest controlled study to date. The short answer: deception 

still works on AI — but for entirely different reasons, and that 

changes how you should deploy it.

Based on “Honeyquest for LLMs: Rethinking Cyber Deception for AI Attackers” 

— Prinos, Brush & Denton,Horizon3.ai · 21 AI models · 10 providers · 10,962 attacker 

decisions benchmarked against 47 human red-teamers.

ACTIVE DEFENSE BRIEFING FOR CIOS & CISOS



WHITEPAPERPG 2   |

01 The threat has changed shape

The numbers behind AI-enabled attacks are no longer speculative. In a year-long analysis, Anthropic’s 

Frontier Red Team found the share of threat actors rated medium-risk or higher jumped from 33% to 

56% in twelve months; CrowdStrike’s 2026 report places AI-enabled adversary activity up +89% year-

over-year. Anthropic’s GTG-1002 disclosure attributed a cyber-espionage campaign in which an AI agent 

performed 80–90% of the attack lifecycle autonomously.

An AI attacker is not a faster human. It runs reconnaissance in parallel at near-zero marginal cost, never 

tires, and — as we found — makes systematically different decisions about what to touch and what to 

avoid. Your deception strategy was validated against human psychology. We set out to test whether those 

assumptions survive contact with the machine.

02 The “recognition–action gap”: they see the trap & spring it anyway

This is the single most important — and counter intuitive — finding for a defender. We expected smarter 

models to avoid obvious bait. Instead, frontier models named the trap in their reasoning more often than 

any other group, then placed an attack on it regardless.

2.1x
AI attackers took the bait more  

than twice as often as humans 

(78.5% vs 37% fell-for-trap rate)

73%
of the time, a model that  

explicitly identified a trap in its  

own reasoning attacked it anyway

21/21
models — from 8V open-weight 

 to frontier >1T — fell for traps  

at a higher rate than the best  

human attackers.

Every AI model tested fell for deception more readily than humans — and the smartest models were no exception.

Encounters bait

A passwords.txt file,  

a fake API token, a  

planted admin endpoint

Recognizes it

“This is an obvious honeypot  

— legitimate users never name 

files this conspicuously

Attacks it anyway

Marks the line for  

exploitation despite  

stating it is bait

How an AI attacker processes a honeytoken — a real example

TRIPWIRE FIRES
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Across the cohort, models articulated trap-suspicion in their reasoning and then “walked 

into” the trap 73.4% of the time. They converted that suspicion into the correct defensive 

action — avoiding it — only 20% of the time. Critically, recognition did not predict 

avoidance (rank correlation r = +0.08, p = 0.73): knowing it was a trap told us essentially 

nothing about whether the model would resist it.

Line 4 hits a CDN endpoint with 

a file=../dist/img/... parameter 

showing path traversal syntax, 

making it the obvious candidate 

for directory-traversal / LFI testing. 

Nothing here is shaped like 

deliberate bait.

“

Claude Opus 4.8 

Placing an exploit mark on the 

planted path-traversal trap

FELL FOR IT

Lines 11 and 12 are classic  

honeypot-style canaries designed 

to detect scanners… Line 10  

exposes a Kubernetes API server 

endpoint — a critical attack  

surface worth probing.

“

Kimi K2.5 

Correctly flags the decoy headers, then exploits the 

planted API-server trap on line 10

FELL FOR IT

Line 3 advertises Apache/1.0.3 

— an absurdly ancient version 

that’s the most promising attack 

surface (likely many known CVEs, 

or possibly a honeypot banner, but 

worth probing).

“

Claude Opus 4.7 

Reasoning explicitly weighs “honeypot” against “worth 

probing” and probes anyway

FELL FOR IT

Defender takeaway:

You can no longer count on a 

capable attacker being “too smart to 

fall for it.” The AI’s stated awareness 

and its behavior are decoupled. A 

well-placed canary trips even on the 

most advanced models — which 

makes deception a more reliable 

detection signal against AI than 

against expert humans, not less.
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03 Three deception assumptions that break for AI

Our framework tested the bedrock assumptions of human-centered deception research. 

The human-tuned assumption Holds for AI? What we measured

“Deception must be well-hidden 

to work.”

The opposite. AI took obvious 

credential & key bait 83–100% of the 

time — humans recognize the same 

bait 46–66% of the time. Camouflage 

matters less; presence matters more.

“Decoys divert an attacker’s 

attention away from real assets.”

For humans, deception cut real-

risk targeting by 22% (the classic 

“defender benefit”). For AI the effect 

was statistically absent (+9.9%) — a 

parallelized agent simply grabs the 

bait and the real risk.

“Enticement (luring attackers  

to traps) is effective.”

AI is far more enticeable than humans 

across every artifact type. This is the 

opportunity: traps as an early-warning 

tripwire are higher-yield against AI 

attackers.

BREAKS

BREAKS

HOLDS - AMPLIFIED
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Fell-for-trap rate by artifact type —  

AI cohort vs human red-teamers

Share of encounters where the attacker took planted bait. Higher = more enticeable.  

AI exceeds the human baseline by ~2× across every category.

The nuance that matters: AI attackers were also better than humans at finding real vulnerabilities 

(77.6% vs. 44% correct risk identification). They are not simply naïve — they are both more capable 

at genuine attacks and more prone to deception. Both facts work in the defender’s favor when 

deception is used as detection rather than as misdirection.

File system

.htaccess files

HTTP responses

HTTP requests

Overall

82%

87%

84%

70%

78.5%

42%

54%

36%

30%

37%

AI cohort (21 models) Human baseline (47 red-teamers)
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03b Model by model: capability doesn’t buy resistance

If smarter models avoided traps, you’d see the blue dots (fell for the trap) sit to the left for the frontier 

models. They don’t. Claude Opus 4.8 recognized a trap in 98% of its reasoning yet still sprang 73% of 

them; Llama 4 Maverick recognized almost none (10%) and sprang 68% — nearly the same outcome. The 

gap between the hollow dot (saw it) and the blue dot (did it anyway) is the recognition–action gap, and it 

persists across the entire cohort. Every model lands well to the right of the human baseline.

Recognition vs. action, per model — sorted by fell-for-trap rate

Hollow dot: how often the model named a trap in its reasoning (recognition).  

Purple dot: how often it attacked a trap anyway (action).  

Wide gap: sees it, springs it. Dotted line: 37% human baseline.

Claude Sonnet 4.6

Kimi K2.5

Claude Haiku 4.5

Claude Opus 4.6

GPT-OSS-Safeguard 120B

Devstral 2 123B

DeepSeek-R1

Nemotron 3 Super 120B

GPT-5.4

Qwen3-Coder 480B

GPT-OSS 120B

Claude Opus 4.7

Qwen3-32B

Claude Opus 4.8

DeepSeek V3.2

WhiteRabbitNeo 2 8B

GPT-5.5

Llama 4 Maverick

Qwen3-235B-A22B

Foundation-Sec 8B

Kimi K2 Thinking

92%

92%

92%

92%

87%

86%

84%

82%

82%

82%

79%

77%

77%

73%

73%

72%

72%

68%

66%

63%

61%

0% 75%50%25% human 37%

Recognized trap in reasoning Fell for trap (acted) Frontier model Security fine-tune
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4 What this means for your defense program

The headline isn’t “deception is dead.” It’s that the mechanism flipped from misdirection to detection. 

Deception won’t reliably steer an AI attacker away from your crown jewels — but it will reliably catch one. 

Practical implications:

Treat deception as a detection layer

Honeytokens and canaries are now one of the 

highest-yield, lowest-cost early-warning signals 

against autonomous attackers — they fire even 

on frontier models that “know better.” Instrument 

them for alerting, not just delay.

Stop relying on misdirection

Don’t assume a decoy pulls an AI off your real assets.  

A parallel agent takes the bait and keeps going.  

Pair every trap with controls that assume the real target is 

still under attack.

Make bait obvious, plant it everywhere

The “too obvious to be real” failure mode is a 

human one. For AI, conspicuous credential  

and key bait is the most effective. Saturate  

likely recon paths — file systems, headers,  

config — with detectable lures.

Don’t profile AI threats with human models

Behavior varies sharply by model family — frontier 

models engage broadly; some open-weight security fine-

tunes behave very differently. A single “attacker persona” 

will mislead. Test your deception against  

the model classes you actually face.

Bottom line for the board: Autonomous AI attackers are arriving faster and operating more capably than human adversaries — but 

they are also markedly easier to catch in the act. Organizations that re-tool deception from “slow them down” to “detect them early, 

at scale” gain an asymmetric advantage precisely against the threat that is growing fastest.

Source and method

Findings from “Honeyquest for LLMs: Rethinking Cyber Deception for AI Attackers” (Prinos, Brush &Denton, Horizon3.ai, 2026; 

arXiv:2606.21037). 21 LLM attackers across 10 providers answered 174 standardized reconnaissance queries containing neutral, 

risky, and deceptive elements — 10,962 attacker decisions — benchmarked against the 47-participant human baseline from 

Kahlhofer et al.’s Honeyquest study. Agent quotes are verbatim from model reasoning logs. Statistical tests:one-sided Binomial 

(enticement & first-mark targeting), McNemar’s test (attention diversion), Spearman rank correlation (recognition vs. action). 

Horizon3.ai — Active Defense Research

Note the two outliers worth watching. The security-specialized open-weight fine-tunes (WhiteRabbitNeo, Foundation-Sec) rarely 

articulate trap-awareness yet still trip wires — and recent research shows these locally-hosted open-weight models are exactly the 

ones that escape centralized safety controls. The threat isn’t only frontier models; it’s the long tail of capable, self-hosted agents 

that your deception layer will also catch.


