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Summary
HORIZON3.ai provides the real-time, robust, evidence-based approach to mitigating 

supply chain risk by supporting DOW contractors and their suppliers in meeting CMMC 

requirements.

A perfect example of this type of approach was when the target was a production 

environment supporting globally significant operations exactly the type of supplier 
an adversary would prioritize as geopolitical tensions rise. With no human operators 

involved, no prior knowledge of the environment, and without disrupting critical 

production systems, NodeZero achieved full domain compromise in under six hours.

The engagement was executed as an assume-breach test: NodeZero began with 

access to a single host, no credentials, and basic network reach, akin to obtaining a 

shell on one machine. From there, it enumerated local domain users and successfully 

executed a password spray to obtain a valid domain user credential. That account 

unexpectedly had local administrator rights, allowing NodeZero to deploy a remote 

access tool (RAT) running as SYSTEM, dump LSASS, and harvest additional user 

credentials—evidence that endpoint detection and response controls were either 

missing or misconfigured on that host.

NodeZero then abused an Active Directory ACL misconfiguration to elevate privileges, 
exfiltrate a PFX certificate (a user’s private key), and use it to access DPAPI secrets, 
yielding still more credentials. With this growing credential set, NodeZero conducted 

further password spraying and exploited a vulnerable ADCS template, ultimately 

escalating to Domain Admin and taking full control of the environment. In total, 

the attack path chained eight weaknesses across six hosts, leveraging seven 

compromised credentials buried within a large, complex network.

Notably, no CVEs or traditional software exploits were required; the compromise 

relied entirely on weak Active Directory configurations, poor credential hygiene, 
and ineffective EDR configurations. The report highlights that remediating five 
Systemic weaknesses ( which are identified and described in Node Zero Pentesting 
reports) across the estate would dramatically reduce risk. Finally, the tactics used to 

achieve Domain Admin mirror known Iranian threat actor tradecraft, underscoring 

that defending against real-world adversaries demands more than Checklists and 

marketing hype: it requires AI pentesting that continuously stress-tests organizations 

against live, nation-state-level TTPs.
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CMMC Program Levels
The updated CMMC Program outlines three maturity levels, each integrating security 
standards from existing regulations and guidelines:

Level 1: Basic Safeguarding of Federal Contract 

Information (FCI)

Requirements:

 + Compliance involves an annual self-assessment and affirmation of the 15 
security requirements specified in FAR clause 52.204-21.

Level 2: Broad Protection of Controlled Unclassified 
Information (CUI)

Requirements:

 + Compliance must be verified with an annual affirmation for the 110 security 
requirements in NIST SP 800-171 Revision 2.

 + A triennial assessment is also required, which may be a self-assessment or 

an independent assessment by an authorized CMMC Third-Party Assessment 
Organization (C3PAO). The type of assessment is determined by the contract, 
specifically based on the information (processed, transmitted, or stored CUI) on 
the contractor or subcontractor information systems.

NodeZero Attack Path Described Above
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Level 3: Higher-Level Protection of CUI Against Advanced 

Persistent Threats (APTs)

Requirements:

 + Requires first achieving Final Level 2 CMMC Status.

 + A triennial assessment is conducted by the Defense Contract Management 

Agency’s (DCMA) Defense Industrial Base Cybersecurity Assessment Center 
(DIBCAC).

 + An annual affirmation is necessary to verify compliance with the 24 identified 
requirements from NIST SP 800-172.

NodeZero Proactive  
Security Practices
DIBs exploring CMMC at a high level will notice that HORIZON3.ai NodeZero offers 
the following proactive security practices that show real impact to their mission and 

compliance to the Goals of CMMC.

Continuous Security Validation with NodeZero NodeZero delivers continuous, 

autonomous security validation that goes beyond traditional annual assessments.

 + Comprehensive Coverage: It executes autonomous penetration tests across 

your and your suppliers’ internal, external, cloud, on-premise, and hybrid 
environments.

 + Risk-Prioritized Insights: Findings are prioritized based on actual impact 

and exploitability, providing a more meaningful assessment than a simple 

vulnerability count.

 + Compliance-Ready Evidence: The platform automatically generates the 

evidence necessary to populate your System Security Plan (SSP), Plan of Action 
& Milestones (POA&M), and other essential CMMC documentation.

Extending Trust-But-Verify assurance to suppliers. HORIZON3.ai enables prime 
contractors to move past relying solely on vendor attestations and questionnaires by 

establishing an evidence-based “trust but verify” security model across the supply 

chain.

 + Post-Remediation Confirmation: Use NodeZero to validate the security posture 
of critical suppliers handling Controlled Unclassified Information (CUI) or key 
mission systems.

 + Effective Remediation Confirmation: Verify that remediation efforts were truly 
effective, rather than merely accepting a vendor’s word.
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 + Standardized Evaluation: Implement repeatable, standardized security 

evaluations across multiple suppliers for consistent risk management.

Mapping Outcomes Directly to CMMC Requirements. NodeZero’s outputs are designed 
to align directly with CMMC expectations

 + Risk Management: Findings and verified exploit paths feed directly into your risk 
register and Risk Management (RM) practices.

 + System Security Plan (SSP) Maintenance: Validated controls provide data for 

SSP updates and ongoing continuous monitoring records.

 + Demonstrating Risk Reduction: Retesting after implementing fixes provides 
updated POA&M documentation, clearly demonstrating risk reduction over time.

This integrated approach ensures that both prime contractors and their suppliers can 

provide concrete evidence of continuous due diligence, rather than just a one-time 

compliance snapshot.

How to Use This Mapping
DIBs exploring CMMC at a high level will notice that HORIZON3.ai NodeZero offers 
the following proactive security practices that show real impact to their mission and 

compliance to the Goals of CMMC.

CMMC Level 2 / NIST SP 800-171

Use Section 1’s per-control mapping in SSP/POA&M language. Specify NodeZero 
provides technical verification/evidence; policy/process ownership remains with the 
organization. 

 

CMMC Level 3 / NIST SP 800-172

Pair Section 2’s family-level mappings with the 24 enhanced requirements (CFR 
Table 1). This area describe HORIZON3.ai NodeZero as the adversary-emulation and 
continuous-validation engine supplying the technical proof for these enhanced 

controls.

Go to Mapping

Go to Mapping
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1.2 Access Control (AC) & Identification and Authentication (IA)
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b

le
 c

h
e

c
kin

g
, 

b
re

a
c

h
e

d
-p

a
ssw

o
rd

 

d
e

te
c

tio
n

, O
S

IN
T-d

e
riv

e
d

 

w
e

a
k te

rm
s te

stin
g

.

3.5.10
IA.L2-3.5.10 – 
C

ry
p

to
g

ra
p

h
ic

a
lly

 

Protected 
Passw

ords

Protect 
p

a
ssw

o
rd

s a
t 

rest/in transit

During AD Passw
ord Audits and internal 

te
sts, N

o
d

e
Z

e
ro

 d
isc

o
v

e
rs c

le
a

rte
x

t 

a
n

d
 h

a
sh

e
d

 c
re

d
e

n
tia

ls, e
x

tra
c

ts th
e

m
 

from
 LSASS/AD and validates w

hether 
th

e
y

 a
re

 sto
re

d
 a

n
d

 h
a

n
d

le
d

 u
sin

g
 

c
ry

p
to

g
ra

p
h

ic
a

lly
 se

c
u

re
 m

e
c

h
a

n
ism

s a
s 

re
q

u
ire

d
 b

y
 th

e
 c

o
n

tro
l.

C
re

d
e

n
tia

l-d
u

m
p

in
g

 

m
odules (LSASS, DPAPI), 

AD Passw
ord Audit, 

a
n

a
ly

sis o
f h

a
sh

 ty
p

e
s a

n
d

 

sto
ra

g
e

 lo
c

a
tio

n
s.
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3.14.1
SI.L2-3.14.1 –  
F

la
w

 R
e

m
e

d
ia

tio
n

Id
e

n
tify, re

p
o

rt, 

a
n

d
 c

o
rre

c
t 

system
 flaw

s

Identifies exploitable flaw
s (vulns + 

m
isconfigurations) across internal/

external scopes on a custom
er-defined 

c
a

d
e

n
c

e
, p

ro
v

id
e

s d
e

ta
ile

d
 re

m
e

d
ia

tio
n

 

g
u

id
a

n
c

e
, a

n
d

 a
llo

w
s re

te
stin

g
 to

 p
ro

v
e

 

c
o

rre
c

tio
n

s o
c

c
u

rre
d

 w
ith

in
 re

q
u

ire
d

 

tim
e

fra
m

e
s.

A
u

to
n

o
m

o
u

s p
e

n
te

sts, 

vuln & m
isconfig discovery, 

re
m

e
d

ia
tio

n
 g

u
id

a
n

c
e

, 

retest cam
paigns, M

TTR/
re

c
u

rre
n

c
e

 m
e

tric
s.

3.14.2
SI.L2-3.14.2 – 
M

a
lic

io
u

s C
o

d
e

 

Protection

EDR/AV 
effectiveness

A
tte

m
p

ts to
 d

e
p

lo
y

 a
n

d
 o

p
e

ra
te

 

its in
te

rn
a

l R
u

st-b
a

se
d

 R
A

T
 a

n
d

 

o
th

e
r p

o
st-e

x
p

lo
ita

tio
n

 a
c

tio
n

s 

to validate w
hether EDR/AV and 

e
n

d
p

o
in

t p
ro

te
c

tio
n

s d
e

te
c

t o
r b

lo
c

k 

m
a

lic
io

u
s-c

o
d

e
-like

 b
e

h
a

v
io

rs in
 

p
ro

d
u

c
tio

n
, in

fo
rm

in
g

 tu
n

in
g

 o
f th

o
se

 

to
o

ls.

E
n

d
p

o
in

t S
e

c
u

rity
 

Effectiveness tests, RAT 
d

e
p

lo
y

m
e

n
t, te

le
m

e
try

 

correlation w
ith EDR/SIEM

.

3.14.3
SI.L2-3.14.3 – 
S

e
c

u
rity

 A
le

rts &
 

A
d

v
iso

rie
s

A
c

t o
n

 n
e

w
 

th
re

a
t a

d
v

iso
rie

s

T
h

e
 R

a
p

id
 R

e
sp

o
n

se
 c

a
p

a
b

ility
 m

o
n

ito
rs 

em
erging N-day/zero-day advisories 

a
n

d
 d

e
liv

e
rs e

x
p

lo
it c

h
e

c
ks d

ire
c

tly
 in

 

N
o

d
e

Z
e

ro
; o

rg
a

n
iza

tio
n

s ru
n

 ta
rg

e
te

d
 

te
sts to

 se
e

 if n
e

w
ly

 d
isc

lo
se

d
 th

re
a

ts 

a
re

 e
x

p
lo

ita
b

le
 in

 th
e

ir e
n

v
iro

n
m

e
n

t, th
e

n
 

p
rio

ritize
 re

m
e

d
ia

tio
n

 a
c

c
o

rd
in

g
ly.

Rapid Response KEV/N-day 
m

o
d

u
le

s, ta
rg

e
te

d
 e

x
p

lo
it 

c
h

e
c

ks, a
d

v
iso

ry
-d

riv
e

n
 

te
st te

m
p

la
te

s.

3.14.5
SI.L2-3.14.5 – 
S

y
ste

m
 &

 F
ile

 

S
c

a
n

n
in

g

Periodic & 
re

a
l-tim

e
 

sc
a

n
n

in
g

Uses exploitation plus Sensitive Data 
Exposure / ADP features to inspect 
files and data stores it reaches 
(pattern-m

atching & NLP for PII/
PHI/CUI) and to surface w

here data 
is e

x
p

o
se

d
 b

e
c

a
u

se
 o

f w
e

a
kn

e
sse

s, 

com
plem

enting traditional m
alw

are/file 
sc

a
n

n
in

g
.

D
a

ta
-p

ilfe
rin

g
 m

o
d

u
le

s, 

Advanced Data Pilfering 
(ADP), sensitive-data 
classifiers, file share 
e

x
p

lo
ra

tio
n

.

1.3
 S

y
s

te
m

 a
n

d
 In

fo
rm

a
tio

n
 In

te
g

rity
 (S

I)
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3.14.6
SI.L2-3.14.6 –  
M

o
n

ito
r 

C
o

m
m

u
n

ic
a

tio
n

s  

fo
r A

tta
c

ks

M
o

n
ito

r 

inbound/
outbound traffi

c

S
im

u
la

te
d

 a
tta

c
ks—

in
c

lu
d

in
g

 M
IT

M
 w

ith
 

C
y

a
n

id
e

, la
te

ra
l m

o
v

e
m

e
n

t, a
n

d
 C

2
-like

 

traffi
c—test w

hether IDS/IPS/SIEM
 and 

n
e

tw
o

rk m
o

n
ito

rin
g

 d
e

te
c

t m
a

lic
io

u
s 

c
o

m
m

u
n

ic
a

tio
n

s in
 b

o
th

 d
ire

c
tio

n
s, a

n
d

 

w
h

e
re

 g
a

p
s e

x
ist.

M
ITM

/Cyanide m
odules, 

C
2

 sim
u

la
tio

n
s, c

o
rre

la
tio

n
 

against SIEM
/IDS alerts.

3.14.7
SI.L2-3.14.7 –  
Id

e
n

tify
 

Unauthorized Use

F
in

d
 

u
n

a
u

th
o

rize
d

 

sy
ste

m
 u

se

C
h

a
in

s w
e

a
kn

e
sse

s a
n

d
 c

o
m

p
ro

m
ise

d
 

c
re

d
e

n
tia

ls to
 sim

u
la

te
 u

n
a

u
th

o
rize

d
 

u
se

 o
f sy

ste
m

s (e
.g

., ille
g

itim
a

te
 lo

g
o

n
s, 

p
riv

ile
g

e
 a

b
u

se
, u

n
e

x
p

e
c

te
d

 d
a

ta
 

a
c

c
e

ss), g
iv

in
g

 c
o

n
c

re
te

 e
x

a
m

p
le

s 

that should be flagged by behavioral 
analytics, UEBA, or SOC processes.

C
re

d
e

n
tia

l a
b

u
se

, la
te

ra
l 

m
ovem

ent, unusual logon/
a

c
tiv

ity
 p

a
tte

rn
s v

isib
le

 to
 

SIEM
/EDR/UEBA tooling.
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 C
a

n
 B

e
 U

s
e

d
N

o
d

e
Z

e
ro

  

F
u

n
c

tio
n

a
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p
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3.4.2
CM

.L2-3.4.2 –  
S

e
c

u
rity

 

Configuration 
E

n
fo

rc
e

m
e

n
t

E
n

fo
rc

e
 se

c
u

re
 

configuration 
b

a
se

lin
e

s

Detects exploitable m
isconfigurations 

in
 O

S
, n

e
tw

o
rk, c

lo
u

d
, a

n
d

 id
e

n
tity

 

configurations (e.g., w
eak crypto, 

in
se

c
u

re
 d

e
fa

u
lts, m

issin
g

 h
a

rd
e

n
in

g
) 

a
n

d
 lin

ks th
e

m
 to

 re
a

l a
tta

c
k p

a
th

s, 

evidencing w
hether defined secure 

configuration baselines are truly 
e

n
fo

rc
e

d
.

M
isconfiguration discovery 

across infra/AD/cloud, 
a

tta
c

k-p
a

th
 v

a
lid

a
tio

n
, 

m
apping findings to 

config standards (NIST/
b

e
n

c
h

m
a

rks).

1.4 Configuration M
anagem

ent (CM
) & System

 and Com
m

unications Protection (SC)
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3.4.6 / 3.4.7
CM

.L2-3.4.6 / 
3.4.7 – Least / 
N

o
n

e
sse

n
tia

l 

F
u

n
c

tio
n

a
lity

O
n

ly
 e

sse
n

tia
l 

se
rv

ic
e

s, p
o

rts, 

p
ro

to
c

o
ls

Uses segm
entation testing and 

in
te

rn
a

l p
e

n
te

sts to
 e

n
u

m
e

ra
te

 

re
a

c
h

a
b

le
 se

rv
ic

e
s, p

o
rts, p

ro
to

c
o

ls, 

a
n

d
 a

p
p

lic
a

tio
n

s, th
e

n
 h

ig
h

lig
h

t 

u
n

n
e

c
e

ssa
ry

 e
x

p
o

su
re

s (e
.g

., le
g

a
c

y
 

p
ro

to
c

o
ls, a

d
m

in
 in

te
rfa

c
e

s) th
a

t v
io

la
te

 

le
a

st-fu
n

c
tio

n
a

lity
 p

rin
c

ip
le

s.

Segm
entation tests, port/

se
rv

ic
e

 e
n

u
m

e
ra

tio
n

, 

e
x

p
lo

it-b
a

se
d

 v
a

lid
a

tio
n

 o
f 

“u
n

n
e

c
e

ssa
ry

” se
rv

ic
e

s.

3.4.8
CM

.L2-3.4.8 –  
A

p
p

lic
a

tio
n

 

Execution Policy

W
hitelisting/

b
la

c
klistin

g
 

e
n

fo
rc

e
m

e
n

t

A
tte

m
p

ts to
 e

x
e

c
u

te
 its R

A
T

 a
n

d
 o

th
e

r 

p
a

y
lo

a
d

s o
n

 c
o

m
p

ro
m

ise
d

 h
o

sts, 

v
a

lid
a

tin
g

 w
h

e
th

e
r a

p
p

lic
a

tio
n

 c
o

n
tro

l 

(w
hitelisting/blacklisting, EDR policies) 

a
c

tu
a

lly
 p

re
v

e
n

t u
n

a
u

th
o

rize
d

 c
o

d
e

 

execution as defined in the organization’s 
p

o
lic

y.

R
A

T
 e

x
e

c
u

tio
n

 a
tte

m
p

ts, 

a
p

p
lic

a
tio

n
-c

o
n

tro
l b

y
p

a
ss 

te
sts, E

D
R

 p
o

lic
y

 v
a

lid
a

tio
n

.

3.13.1
SC.L2-3.13.1 –  
Boundary 
Protection (CUI)

M
onitor/control/

p
ro

te
c

t c
o

m
m

s 

a
t b

o
u

n
d

a
rie

s

In
te

rn
a

l, e
x

te
rn

a
l, a

n
d

 se
g

m
e

n
ta

tio
n

 

te
sts v

a
lid

a
te

 b
o

u
n

d
a

ry
 p

ro
te

c
tio

n
s 

(firew
alls, gatew

ays, VLAN boundaries) by 
dem

onstrating w
hich traffi

c and attack 
p

a
th

s a
c

tu
a

lly
 tra

v
e

rse
 e

x
te

rn
a

l a
n

d
 ke

y
 

internal boundaries to CUI system
s.

External/internal 
p

e
n

te
sts, se

g
m

e
n

ta
tio

n
 

a
sse

ssm
e

n
ts, 

c
ro

ss-b
o

u
n

d
a

ry
 la

te
ra

l 

m
o

v
e

m
e

n
t, Z

e
ro

-Tru
st 

b
o

u
n

d
a

ry
 v

a
lid

a
tio

n
.

3.13.4
SC.L2-3.13.4 – 
S

h
a

re
d

 R
e

so
u

rc
e

 

C
o

n
tro

l

Prevent 
u

n
in

te
n

d
e

d
 

in
fo

 tra
n

sfe
r 

v
ia

 sh
a

re
d

 

re
so

u
rc

e
s

Exploits shared resources such as file 
shares, m

isconfigured perm
issions, and 

shared credentials to locate and exfiltrate 
sensitive data (PII/PHI/CUI), testing the 
effectiveness of shared-resource and 
d

a
ta

-a
c

c
e

ss c
o

n
tro

ls.

F
ile

-sh
a

re
 a

b
u

se
, 

p
e

rm
issio

n
 a

b
u

se
, 

Sensitive Data Exposure / 
ADP scanners.

3.13.6
SC.L2-3.13.6 –  
Deny by Default / 
Perm

it by Exception

“D
e

n
y

 a
ll, p

e
rm

it 

b
y

 e
x

c
e

p
tio

n
” 

n
e

tw
o

rk p
o

lic
y

Probes netw
ork paths and services 

to see w
hich ports/protocols are 

a
c

tu
a

lly
 re

a
c

h
a

b
le

, v
a

lid
a

tin
g

 th
a

t 

d
e

n
y

-b
y

-d
e

fa
u

lt a
n

d
 a

llo
w

-b
y

-e
x

c
e

p
tio

n
 

ru
le

s a
re

 c
o

rre
c

tly
 im

p
le

m
e

n
te

d
 o

n
 

firew
alls and other enforcem

ent points.

N
e

tw
o

rk e
n

u
m

e
ra

tio
n

 fro
m

 

m
u

ltip
le

 v
a

n
ta

g
e

 p
o

in
ts, 

firew
all rule/ACL testing via 

re
a

l e
x

p
lo

ita
tio

n
 a

tte
m

p
ts.
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3.3.1 / 3.3.2
AU.L2-3.3.1 / 3.3.2 –  
Audit Logs & User 
A

c
c

o
u

n
ta

b
ility

Create/retain 
lo

g
s; tra

c
e

 

a
c

tio
n

s to
 u

se
rs

Generates high-fidelity attack activity 
(in

c
lu

d
in

g
 In

sid
e

r-sty
le

 a
tta

c
ks w

ith
 

in
je

c
te

d
 c

re
d

e
n

tia
ls) th

a
t sh

o
u

ld
 b

e
 

logged and correlated back to specific 
u

se
rs, h

e
lp

in
g

 v
a

lid
a

te
 th

a
t a

u
d

it p
o

lic
ie

s, 

lo
g

 c
o

n
te

n
t, a

n
d

 S
IE

M
 p

ip
e

lin
e

s c
a

n
 

u
n

iq
u

e
ly

 tra
c

e
 u

se
r a

c
tio

n
s.

A
tta

c
k c

a
m

p
a

ig
n

s a
s 

lo
g

g
in

g
 te

st c
a

se
s, 

in
sid

e
r-sty

le
 o

p
e

ra
tio

n
s, 

SIEM
/UEBA correlation 

c
h

e
c

ks.

3.6.1
IR.L2-3.6.1 – 
In

c
id

e
n

t H
a

n
d

lin
g

F
u

ll IR
 life

c
y

c
le

 

c
a

p
a

b
ility

Tripw
ires plant honey-credentials/

to
ke

n
s o

n
 re

a
l a

tta
c

k p
a

th
s d

isc
o

v
e

re
d

 

d
u

rin
g

 p
e

n
te

sts; w
h

e
n

 a
 re

a
l a

d
v

e
rsa

ry
 

to
u

c
h

e
s th

e
m

, th
e

y
 im

m
e

d
ia

te
ly

 a
le

rt 

SOC/IR, serving as high-signal triggers 
th

a
t e

x
e

rc
ise

 d
e

te
c

tio
n

, a
n

a
ly

sis, 

c
o

n
ta

in
m

e
n

t, a
n

d
 re

c
o

v
e

ry
 ste

p
s.

N
o

d
e

Z
e

ro
 Trip

w
ire

s™
, 

high-fidelity decoys, 
integration w

ith SIEM
/

SOAR/SOC runbooks.

3
.6

.3
IR.L2-3.6.3 – 
In

c
id

e
n

t R
e

sp
o

n
se

 

Te
stin

g

Te
st IR

 p
la

n
 a

n
d

 

c
a

p
a

b
ility

In
te
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a

l p
e

n
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a

p
id
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e
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o

n
se

 

te
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n
d
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e
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d
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e
n
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c
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c
id

e
n
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u
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tio

n
 e

v
e

n
ts, 

a
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w
in

g
 te

a
m

s to
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a
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a
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 p
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n
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c
o

m
m

u
n
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a

tio
n

s, a
n

d
 to

o
lin

g
 a

g
a

in
st 

o
b

je
c

tiv
e

 a
tta

c
k a

c
tiv

ity.

Planned & ad-hoc 
c

a
m

p
a

ig
n

s u
se

d
 a

s 

purple-team
 / IR 

e
x

e
rc

ise
s, e

v
id

e
n

c
e

 in
to

 

IR
 p

o
st-m

o
rte

m
s a

n
d
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p
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v

e
m

e
n

t c
y

c
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c
c

o
u

n
ta

b
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 (A
U

) &
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c
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e
n
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e

s
p

o
n

s
e

 (IR
)
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Per CM
M

C guidance and the 32 CFR 170 rule, CM
M

C Level 3 adds 24 enhanced requirem
ents from

 NIST SP 800-172 
on top of the 110 NIST SP 800-171 controls, targeting resilience against Advanced Persistent Threats (APTs).

HORIZON3.ai NodeZero Federal is already used to produce evidence for NIST 800-171/172 control effectiveness, 
particularly across the RA, AC, IA, AU, IR, SI, and SC fam

ilies, and that these m
appings are used in FISM

A, FedRAM
P, 

CM
M

C 2.0, and Zero Trust program
s.  The detailed list of the 24 specific enhanced requirem

ents com
es from

 Table 
1 in 32 CFR § 170.14(c)(4), w

hich is not text-indexed here; the table below
 therefore m

aps NodeZero to the m
ain 

NIST SP 800-172 capability areas rather than reproducing each enhanced control verbatim
.

2
.2

 H
ig

h
-L

e
v

e
l M

a
p

p
in

g
: 8

0
0

-17
2

 E
n

h
a

n
c

e
d

 T
h

e
m

e
s

 to
 N

o
d

e
Z

e
ro

 C
a

p
a

b
ilitie

s

8
0

0
-17

2
 E

n
h

a
n

c
e

d
  

F
o

c
u

s
 A

re
a

 (F
a

m
ily

)

E
x

a
m

p
le

 C
M

M
C

 L
3

 

P
ra

c
tic

e
 /

 T
h

e
m

e

H
o

w
 N

o
d

e
Z

e
ro

 S
u

p
p

o
rts

  

th
e

 E
n

h
a

n
c

e
d

 R
e

q
u

ire
m

e
n

t S
e

t
N

o
d

e
Z

e
ro

 F
u

n
c

tio
n

a
lity

 T
y

p
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Risk Assessm
ent (RA) – 

APT-aw
are risk m

gm
t

E
n

h
a

n
c

e
d

, 

th
re

a
t-in

fo
rm

e
d

 risk 

a
sse

ssm
e

n
t o

v
e

r tim
e

C
o

n
tin

u
o

u
s a

u
to

n
o

m
o

u
s p

e
n

te
sts (in

te
rn

a
l, 

e
x

te
rn

a
l, c

lo
u

d
, A

D
, se

g
m

e
n

ta
tio

n
) g

e
n

e
ra

te
 

attack-path-validated risk data tied to APT-like 
TTPs (m

apped to M
ITRE ATT&CK), supporting 

e
n

h
a

n
c

e
d

 R
A

 e
x

p
e

c
ta

tio
n

s fo
r re

a
listic

, 

th
re

a
t-d

riv
e

n
 a

n
a

ly
sis ra

th
e

r th
a

n
 sta

tic
 sc

o
rin

g
.

A
u

to
n

o
m

o
u

s a
d

v
e

rsa
ry

 

e
m

u
la

tio
n

, A
T

T
&

C
K

-m
a

p
p

e
d

 

findings, risk trending (M
TTR/

M
T

T
M

, re
c

u
rre

n
c

e).

S
e

c
u

rity
 A

sse
ssm

e
n

t 

(CA) – Advanced control 
effectiveness

Annual/ongoing 
p

e
n

e
tra

tio
n

 te
stin

g
 a

n
d

 

advanced verification 
(e.g., CA.L3-3.12.1e)

N
o

d
e

Z
e

ro
 se

rv
e

s a
s th

e
 te

c
h

n
ic

a
l e

n
g

in
e

 fo
r L

e
v

e
l 

3
 p

e
n
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tio
n

-te
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g
 re

q
u
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m

e
n

ts, su
p

p
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in
g
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p

e
a
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b

le
, e

v
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e
n

c
e
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h
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sts th

a
t sh

o
w

 w
h

e
th

e
r 

e
n

h
a

n
c

e
d

 c
o

n
tro

ls (se
g

m
e

n
ta

tio
n

, id
e

n
tity

 

h
a

rd
e

n
in

g
, E

D
R

, Z
e

ro
-Tru

st p
o

lic
ie

s) sta
n

d
 u

p
 to

 

APT-style attack paths.

FedRAM
P High NodeZero 

Federal™, internal/external/
cloud/segm

entation tests, 
1-Click Verify, Zero-Trust control 
c

ro
ss-w

a
lks.
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& Identification/
Authentication (IA) – 
APT-resilient identity

S
tro

n
g

e
r p

ro
te

c
tio

n
 

o
f p

riv
ile

g
e

d
 a

c
c

e
ss, 

c
re

d
e

n
tia

ls, a
n

d
 id

e
n

tity
 

system
s under APT 

p
re

ssu
re

N
o

d
e

Z
e

ro
 re

le
n

tle
ssly

 a
tta

c
ks id

e
n

tity
 fa

b
ric

—
A

D
, 

E
n

tra
 ID

, lo
c

a
l a

c
c

o
u

n
ts, se

rv
ic

e
 a

c
c

o
u

n
ts, M

F
A

 

ro
ll-o

u
t—

u
sin

g
 p

a
ssw

o
rd

 a
u

d
its, c

re
d

e
n

tia
l th

e
ft, 

pass-the-hash/token abuse, and identity-centric 
attack paths, evidencing how

 w
ell enhanced AC/IA 

m
e

a
su

re
s w

ith
sta

n
d

 a
 d

e
te

rm
in

e
d

 a
d

v
e

rsa
ry.

AD/Entra attacks, passw
ord 

audit, credential-spray/stuffi
ng, 

p
riv

ile
g

e
d

 a
b

u
se

, la
te

ra
l 

m
o

v
e

m
e

n
t to

 c
ro

w
n

-je
w

e
l d

a
ta

.

Audit & Accountability (AU) 
– High-fidelity telem

etry 
u

n
d

e
r a

tta
c

k

E
n

h
a

n
c

e
d

 lo
g

g
in

g
, 

c
o

rre
la

tio
n

, a
n

d
 

p
ro

te
c

tio
n

 o
f a

u
d

it d
a

ta
 

in APT scenarios

Because all NodeZero operations are m
apped to 

TTPs and attack paths, they provide concrete, 
repeatable cases to confirm

 that enhanced AU 
c

o
n

tro
ls (tim

e
-sy

n
c

, c
ro

ss-sy
ste

m
 c

o
rre

la
tio

n
, 

p
ro

te
c
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n

 o
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g
s, re

a
l-tim

e
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n
a
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s) d
e
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c
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n

d
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v
id

e
n

c
e

 o
f so

p
h

istic
a

te
d

 c
a

m
p

a
ig

n
s.

C
o

n
tro
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d
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tta

c
k c

a
m

p
a

ig
n

s 

as AU test cases, SIEM
 content 

validation, audit log protection/
c

o
v

e
ra

g
e

 c
h

e
c

ks.

Incident Response (IR) – 
A

d
v

a
n

c
e

d
, te

ste
d

 IR

Enhanced, APT-oriented 
IR

 p
la

n
n

in
g
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h

e
a
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a
n

d
 p
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l 3
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c
e

d
u
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m
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rly
 d
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d
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—
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d
u

c
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g
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e
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d
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v
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e
n

c
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r 

800-172 IR enhancem
ents.

IR playbook testing, Tripw
ires™/

d
e

c
o

y
s, a

d
v

a
n

c
e

d
 sc

e
n

a
rio

s 

(in
sid

e
r, su

p
p

ly
-c

h
a

in
, id

e
n

tity
 

c
o

m
p

ro
m

ise).

S
y

ste
m

 a
n

d
 

Com
m

unications Protection 
(SC) – Hardened Zero-Trust 
b

o
u

n
d

a
rie

s

S
tro

n
g

e
r se

g
m

e
n

ta
tio

n
, 

e
n

c
ry

p
te

d
 

c
o

m
m

u
n

ic
a

tio
n

s, 

and APT-resistant 
a

rc
h

ite
c

tu
re

s

S
e

g
m

e
n

ta
tio

n
 a

n
d

 Z
e

ro
-Tru

st-o
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n
te

d
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v
a

lid
a
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 th

a
t m
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g

m
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n
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tio
n

, S
D

N
, e

n
c
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p
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n

n
e
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n

d
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o
u

n
d

a
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 p
o
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ie
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a
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c
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c
ro
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g

m
e

n
t a

tta
c

k p
a

th
s, la

te
ra

l m
o

v
e

m
e

n
t, 

and data exfiltration even w
hen credentials 

a
n

d
 in

te
rn

a
l fo

o
th

o
ld

s a
re

 c
o

m
p

ro
m

ise
d

 (a
 c

o
re

 

800-172 them
e).

S
e

g
m

e
n

ta
tio

n
 te

sts, 

b
o

u
n

d
a

ry
-e

v
a

sio
n

 a
tte

m
p
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e
n

c
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p
te

d
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a
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a

lid
a

tio
n
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Z
e

ro
-Tru

st p
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r a
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e

n
t 

(User, Device, Netw
ork, App, 

D
a

ta).
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Integrity (SI) – APT-resilient 
d

e
te

c
tio

n
 a

n
d

 h
a

rd
e

n
in

g

Enhanced flaw
 

re
m

e
d

ia
tio

n
, 

m
a

lic
io

u
s-c

o
d

e
 d

e
fe

n
se

, 

b
e

h
a

v
io

ra
l d

e
te

c
tio

n

NodeZero’s Endpoint Security Effectiveness, Rapid 
Response, ADP, and Threat Actor Intelligence 
p

ro
v

id
e

 a
 c

o
n

tin
u

o
u

s fe
e

d
 o

f re
a

listic
 m

a
lic

io
u

s 

b
e

h
a

v
io

rs—
p
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ile

g
e

 e
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a
la

tio
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, R
A

T
 d

e
p

lo
y

m
e

n
t, 
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c, data theft—that test w
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e

n
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a
n

c
e

d
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I c
o

n
tro

ls d
e
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c

t, c
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n
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n
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p
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rt 

rapid flaw
 rem

ediation under APT conditions.

EDR/AV effectiveness tests, 
KEV/N-day exploit checks, 
data-pilfering, threat-actor–
a

lig
n

e
d

 c
a

m
p

a
ig

n
s.

Im
p
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n
t c

a
v

e
a

t:
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The exact 24 NIST SP 800-172 requirem
ents referenced in 32 CFR § 170.14(c)(4) are 

legally authoritative and should com
e from

 the CFR/NIST texts them
selves. The table 

above is intentionally fram
ed at the fam

ily/them
e level to avoid guessing at individual 

e
n
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a

n
c

e
d
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l w
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