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HANDLING OVERVIEW

How Horizon3.ai and the NodeZero® Offensive Security Platform
Protect Your Data

At Horizon3.ai, your trust is earned through transparency, precision, and a relentless focus on
security. This fact sheet explains how your data is protected throughout the lifecycle of a penetration
test — from test launch to teardown — using our NodeZero® Offensive Security Platform. Our mission
is to help you understand the business risk implications of specific security weaknesses, and we limit
our data processing and storage to only what's essential to achieve this goal.

What Data Might Be Touched During a Pentest?

Penetration testing is designed to uncover real risk, which means %
NodeZero must occasionally interact with live credentials, metadata, %
or systems as part of its attack path discovery. That interaction is %

tightly scoped and carefully controlled. %

Depending on the test configuration, NodeZero may encounter:
- Credentials (passwords, hashes, access keys)
- Metadata (internal IPs, hostnames, usernames)
- Vulnerability and attack path data
- Files with sensitive content

*%
« Credentials you explicitly provide to enable deeper testing * * *
*%

Important: Sensitive data is processed only within the scope of the
agreed-upon test. As a core principle, Horizon3.ai does not want
access to sensitive business data, PIl, or PHI. We take every possible
measure to avoid analyzing or storing such information.

Ephemeral vs. Permanent Architecture % \ *
*

We designed NodeZero with a clean separation between long-lived %

services and short-lived test infrastructure. This architectural boundary % %
ensures sensitive information lives only where and when it's needed — %
and nowhere else.

- Permanent architecture: Supports the Horizon3.ai portal and
coordinates test execution.

- Ephemeral architecture: Temporary, isolated infrastructure
provisioned only for the duration of a test.
The ephemeral environment is torn down after the test, and within

%
5 business days, all sensitive data is scrubbed and destroyed. Only * % %
sanitized results are retained for review in the portal. %
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Test Teardown & Data Processing

When a test ends, cleanup and sanitization begin
immediately. This transition phase ensures anything
sensitive encountered during the test is processed
securely and responsibly before any results are
made available.

- NodeZero enters a processing phase, where data is
scrubbed by a privileged ETL component.

- Sanitized results are stored in Aurora PostgreSQL
and a dedicated S3 bucket unique to the test.

- Raw logs are retained for up to 5 business days in an
internal S3 bucket for post-test troubleshooting by
a small group of highly privileged engineers. These
logs are scrubbed to remove any passwords or
sensitive content.

Where and How Is Your Data Handled?

We've engineered NodeZero to keep sensitive
content close to you and out of our infrastructure.
If sensitive data must be processed, it's done
temporarily, minimally, and with deletion already
scheduled.

- Credential Processing: All credentials are handled
in memory or within short-lived containers and
scrubbed on a defined schedule.

» Al Usage: Al processing operates in an isolated
environment for well-scoped tasks. Customer data
is not shared with model providers, is not used
for training models, and is not accessible to other
customers.

+ Data Storage: Test metadata and telemetry are
encrypted and securely stored; sensitive data is
never retained longer than necessary.

Strict Access Controls

Your data is accessible only when absolutely
necessary, and only by a limited number of trusted
personnel. All access is traceable, gated, and
justified.

« Horizon3.ai enforces Role-Based Access Control
(RBAC) for test data.

+ Only a small number of Support or Engineering team
members can access test artifacts — and only with a
business justification.

- All access is secured by Okta with phishing resistant
MFA and fully audited.
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Encryption

All data that moves or rests in the system is
protected with industry-standard encryption
protocols, and your tenant data is kept entirely
separate from others. This preserves confidentiality
and maintains trust across all environments.

 In Transit: TLS with mutual authentication protects
all communication.

» At Rest: Server-side encryption protects any data
stored temporarily.

Telemetry and Analytics

We use telemetry to improve the platform and deliver
deeper insights — not to monitor your organization.
That data is collected, stored, and analyzed in a secure,
controlled environment.

- Telemetry from each testis stored in a secure data
warehouse.

« It supports platform analytics, performance tuning,
and insight generation.

- Only anonymized and aggregated telemetry datais
used in Al analysis and training.

Telemetry does not include personal data or
sensitive customer content, including file contents.

Your Data, Your Control

Everything we do is built around a simple
philosophy: your environment, your data. We'll never
move, retain, or inspect sensitive content without
your awareness and agreement.

- No sensitive data leaves your environment unless
explicitly authorized.

- All ephemeral infrastructure and sensitive data are
destroyed no later than 5 business days.

- Accessis limited, audited, and based solely on your
operational needs.
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