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Enhancing Cybersecurity Post-Breach: A Comprehensive Guide

Leveraging Autonomous Penetration
Testing and Security by Design
Fundamentals for Sustained Protection

After a breach is confirmed, organizations allocate considerable resources to identify
the vulnerabilities exploited and trace the attacker’s path. Once the root cause is
discovered, they bolster defenses in the compromised environment, aiming to prevent
future incidents. But does this ensure immunity from future breaches? Unfortunately,
it does not.

This underscores the importance of adopting a proactive Security by Design
approach. This strategy goes beyond addressing immediate vulnerabilities by
enhancing your overall security posture against future threats. An essential
component is incorporating an autonomous penetration testing solution that
offers continuous, thorough cyber risk assessments. This method leads to lasting
improvements in your organization’s security.

This white paper outlines seven essential strategies for leveraging the NodeZero™
penetration testing platform to evaluate and validate the effectiveness of your
Security by Design approach. It provides a detailed breakdown of each strategy,
offers recommendations for successful implementation, and highlights the expected
outcomes for each method.

The white paper also emphasizes the limitations of relying exclusively on external
consultants for penetration testing and vulnerability assessments. This is especially
crucial in post-breach analysis, where improper execution can compromise the overall
effectiveness of an organization’s security posture.

Finally, the white paper offers actionable guidance on communicating security
improvements post-breach to executive leadership. Effectively articulating current
challenges, tracking improvements over time, and summarizing these communications
are essential for maintaining organizational trust and direction.

Designed for both security leaders and practitioners, this white paper provides
valuable insights that, when followed, will significantly strengthen the security posture
of any organization.
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Security by Design Requires
Continuous Risk Assessment

In software engineering, the Security by Design approach emphasizes
integrating security measures from the beginning of the product’s
lifecycle and throughout the development process. These measures
ensure that software applications are inherently secure, rather than
adding security features as an afterthought. Additionally, rigorous
application security testing is incorporated as part of the development
process, serving as a continuous system of checks and balances before
the software reaches production.

These same security principles apply to network, cloud, and hybrid
environments, ensuring they are designed
with security from the beginning and
continuously refined to maintain a strong
defense. In these efforts, continuous cyber
risk assessments must be integrated to
evaluate both current and desired security
levels. Achieving effective security requires
more than assuming existing environments
are secure - it demands constant evaluation
and improvement.

Adopting an “assumed breach” mindset
enables organizations to accept that breaches
are not only possible but inevitable without
proactive identification and remediation

of their most exploitable weaknesses.

By identifying and addressing these
vulnerabilities preemptively, organizations can significantly reduce the
likelihood of a breach reoccurring.

In the next section, we explore proven strategies and recommended
implementation approaches for incorporating the NodeZero™
penetration testing platform into Security by Design initiatives. Its
continuous risk assessment capabilities are a cornerstone of this
approach. The following strategies have consistently led to measurable
security improvements, both as preventative measures and post-
breach responses.
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Strategies and Recommendations

1.

Proven Strategy:

Implement NodeZero to conduct continuous
penetration tests across the entire internal

and external IT infrastructure to measure the
exploitable attack surface. Unlike traditional
penetration testing services, which may only
cover limited sections of the network and

often offer minimal remediation guidance,
NodeZero enumerates and assesses the full
spectrum of the environment. It finds exploitable
vulnerabilities and other weaknesses, prioritizes
them, and provides specific recommendations
on how to resolve these issues.

NodeZero™ w Extaenel Assets
=D ©

ATK daily smoke test

Autonomous Pentesting to Assess Internal/
External Attack Surfaces

Recommended Implementation:

Schedule and run recurring penetration tests
using NodeZero after every change to the
environment, such as “Patch Tuesday.” This
ensures new and previously undiscovered
vulnerabilities are promptly found and addressed.
Integrate these findings into the security and
vulnerability management processes to ensure
all potential vulnerabilities are well documented
and remediation is tracked.

. Insecure Java JMX Configuration

A Image 1: NodeZero finds exploitable internal/external attack
paths and provides proof of exploitability so organizations can
accurately prioritize fixing security weaknesses that matter most.
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Autonomous Pentesting to Assess Cloud
« Attack Surfaces

Proven Strategy: Recommended Implementation:
Integrate NodeZero Cloud Pentesting into Start with an initial NodeZero assessment of your
your regular cloud security protocols, ensuring AWS and/or Azure environments to establish
changes in your cloud environments are a security baseline, especially post-breach.
immediately tested and confirmed. This Then schedule regular tests quarterly and on-
continuous integration and assessment demand after changes occur. Prioritize and
approach ensures that security measures evolve quickly address high-risk vulnerabilities using
alongside your cloud infrastructure, maintaining NodeZero's remediation guidance.

a strong defensive posture.

NodeZero™ External Assets  Rapid Re ] s Horlzon 3 Al Inc - Prospect Demos  [[f) A

< Back to Test Categories

Run an ldentity Attack Surface Test

AWS Pentest

Discover the biggest vulnerabilities that exist in your AWS account. NodeZero runs the pentest from the Horizon3.al cloud
and will utilize a privileged role in your AWS account.

Azure Entra ID Pentest

Discover weaknesses in your Azure environment and hybrid Entra |D configuration. NodeZero runs on a Docker Host within
your private network.

Active Directory PW Audit

Audit your users’ Active Directory passwords. NodeZero will reveal weak. breached, and re-used passwords,

A Image 2: Using NodeZero, organizations can launch AWS Pentests
and Azure Entra ID Pentests to discover vulnerabilities and
weaknesses in their cloud implementations.
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Rapid Retesting to Verify Security
« Weaknesses Have Been Remediated

Proven Strategy: Recommended Implementation:
Utilize NodeZero's on-demand retest and Establish a protocol requiring a mandatory
one-click verify capabilities to confirm that all retest of every exploitable vulnerability found by
identified vulnerabilities have been properly NodeZero within a defined period. This ensures
remediated. This approach allows for targeted that remediation measures are effective and
penetration tests focused on specific areas that vulnerabilities are not overlooked. Integrate
where issues were previously discovered, the information available from NodeZero's API
ensuring effective remediations were performed. into overall vulnerability management processes,

issue ticketing systems, and relevant
reporting systems.

NodeZero™ E

ATK daily smoke test LY EEETET) o credetial W ActhmDirectoryPWAudit 71 @ Dats 125 @ Hosts 04 @

NodeZero
provides detailed
fix actions for
every exploitable
weakness it
discovers.

Fix Actions

Table of Contents

NodeZero™

ATK daily smoke test L —

ct a complated pes

ATK dally smoke test ATK dally smoke test
Completed Completad

Scope 3 oo Scope

Exclusion List

Removed 5 Unchanged 436

HAME WEAKNESS 1D R = HOSTNAME CONFRMED

A Image 4: NodeZero users can compare tests to
ensure discovered issues have been resolved.
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4 Verify the Effectiveness of Security Controls

Proven Strategy:

Utilize NodeZero to evaluate and confirm the
effectiveness of security controls that are

in place, including Endpoint Detection and
Response (EDR), Security Information and Event
Management (SIEM), Active Directory (AD), and
Privileged Access Management (PAM) systems.
NodeZero serves as a continuous sparring
partner for the SOC, allowing for proactive tuning
of security systems and alerts to ensure they are
working as designed.

NodeZero™ External Assets  Fap PR e ——

O impasts 571 33 W, Credestials 5%

Credential Reuse

9

Critical Vuinerabilities

37

Improve Vulnerability Management

Unmanaged Data

546K

splunk ¢

Inadequate Endpoint Security Controll

172

NodeZero Operations  Inputs  Configuration

NodeZero Operations

High Leve! View of NodeZero operations

81

Internal Pentests

Most recent pentest aperations summary data

5845447 8766 4869.9766. 8736061061

Op Status & Op Name &

A Image 6: NodeZero integrates into SIEMs like
Splunk to find logging blind spots.

B Active Dirsctory PWasst 71 W Data U5 S Hests 104

External Pentests

Recommended Implementation:

Conduct regular internal and external
NodeZero penetration tests to evaluate

the SOC's responsiveness to events being
triggered and to prove the effectiveness of
existing security controls. Use test outcomes
to adjust configurations, optimize security
infrastructure, and fine-tune alert settings,
ensuring rapid response capabilities are
consistently maintained.

“ Horizon 3 Al Inc - Prospect Deme

& Subdomuns 44 @ Berviess 1K O URLs 169 | -

4 Image 5:
NodeZero finds
gaps in security
policies, highlights
inadequate
security controls,
uncovers credential
issues, and flags
unmanaged data
exposure.

Help~v  Find

NodeZero App for Splul

Edit  Export =

Pentest Activity in last 60 days

Bds3DTMN cb3e-4cT4-8671-4375301AB48 #4200438.-6201-4571.67dd-592260127923
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Rapidly Verify Exposure to the Latest CISA
. Known Exploited Vulnerabilities (KEV) Catalog

Strategy: Implementation:

Utilize NodeZero to quickly test systems against Pre-configure NodeZero runners enterprise-
the most recent CVEs added to the CISA KEV. wide, enabling the rapid execution of

This approach aids in the rapid detection NodeZero's Rapid Response tests across all

and mitigation of threats from high-risk network hosts whenever new vulnerabilities are
vulnerabilities known to be widely targeted added to the CISA KEV and to the Horizon3.ai's
by attackers. Rapid Response service. Prioritize immediate

testing and remediation of relevant CVEs to
ensure compliance and reduce exposure to
known threats.

ModeZero™ Exler e pits @ 8 ~ Harizan 5 Al inc- FrospectDemas 0 @ M

4 Image 7:
Run a Rapid Response Test R ——— a Horizon3.ai
rapidly
incorporates
vulnerabilities
added to the
CISA KEV's into
NodeZero's

ackup and Replication Unauthenticated Remote Code Execution Vulnerability

E-2024- 4071, 3 critica r that enables unsuthantiated attackers

attack library.

Teipwices 9 “ Horizon 34l Inc - Prospect Demes 1 @ ML
D wom

Alerts CrushFTP VFS Sandbox Escape Vulnerability
0

CrushFTP VFS Sandbox Escape Vulnerability

terface/loginhtml

Rafarances

shFTP Update Instructions &

A Image 8: NodeZero’s Rapid Response Alerts highlight known exploitable
weaknesses in the client’s environment that must be resolved.
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Deploy NodeZero Tripwires™ for Early
« Detection and Response

Strategy:

While post-breach recovery is critical, the
ability to detect and respond to threats before
they escalate is equally important. NodeZero
Tripwires enhance an organization’s security by
providing early detection mechanisms that can
alert your security team to suspicious activities
or potential breaches as they occur.

NodeZero™ Fente xterna Rapid Res

- )

Implementation:

Deploy NodeZero Tripwires during and after
testing as part of your broader Security by
Design strategy. NodeZero Tripwires enables
organizations to proactively deploy deception
and detection measures when immediate
patching or rapid remediation isn’t feasible.

Its real-time insights and alerts allow security
teams to manage risks effectively during critical
remediation periods.

“ Horlzon 3 Al Inc - Prospect Demos [ a

Alerts AWS Credentials File from 10.0.229.6 was tripped

AWS Credentials File from 10.0.229.... tails

Sep 12 2024, 12:20 PM
2420583168

AWS Credentials File from 10.0.229....
Ashburn, Virginia, US

AWS Credentials File from 10.0.229....

GetCalleridentity

sts.amazonaws.com

AWS Credentials File from 10.0.229....

10.0.229.6

AWS Credentials File from 10.0.229....

PM Windows Server

AWS Credentials File from 10.0.229...

=hall Users\.aws\credentials

AWS Credentials File from 10.0.229....

AWS Credentials File from 10.0.229....

AWE Prarantisle Ci
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A Image 9: By providing a precision-placed early warning system on exploitable
attack paths during a pentest, NodeZero Tripwires significantly enhances
security postures and effectively disrupts potential attackers.
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7 Integration into Security by Design Initiatives

Proven Strategy: Recommended Implementation:
Incorporate NodeZero as a fundamental Set up a cycle of continuous improvement where
element of the Security by Design framework. security assessments using NodeZero inform

By continuously assessing the organization’s security practices, architectural decisions,
security posture, this proactive approach helps and policy development. Ensure that security
manage and minimize the exploitable attack considerations are integral to the design and
surface over time. implementation stages of all IT projects.

NodeZero™ Exte ets  Raplc e o Tripwires @ “ Horizon3AlInc- ProspectDemos U @ M

Select a Test Category

© (ol © 4

Infrastructure Identity Attack Operational

Rapid Response
Attack Surface Surface Scenario Testing = 2

VE-2024-40711

A Image 10: NodeZero offers a range of security test categories for example, Infrastructure Attack
Surface, Identity Attack Surface, Operational Scenario Testing, and Rapid Response Tests.

Section Summary

Incorporating NodeZero as an integral component of a Security by Design strategy provides a
scalable and efficient approach to securing an organization’s infrastructure. Automating critical
security processes and adopting continuous improvement initiatives enhances the organization’s
defenses and resilience against cyber threats. This proactive strategy not only addresses present
security challenges but also prepares for potential future vulnerabilities and threats.
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Enhancing Cybersecurity Post-Breach

Limitations of Consulting Firms for
Security Assessments

While consulting firms are vital to cybersecurity, relying exclusively on external consultants
for penetration testing and vulnerability assessments post-breach can introduce
limitations that affect the efficacy of an organization'’s security posture. Below is a list of
limitations proving why a traditional consulting approach might not be sufficient:

?(% Snapshot Limitation:

Consulting firms typically perform
assessments at specific, often infrequent,
intervals. These engagements offer a
snapshot of the security landscape at a
particular moment, leaving vulnerabilities
that surface afterward and remain
undetected until the next audit.

2. Infrequent Assessments

§) Time Constraints:

Consulting engagements are usually
episodic and not continuous, constrained
by costs and logistics. In the intervals
between these sessions, changes such as
system updates, new device integrations,
configuration modifications, and employee
turnover can introduce new vulnerabilities
and risks that can go unaddressed for
extended periods.

ry

)

1. Incomplete Coverage of the Environment

Limited Scope:

Consultants often concentrate on specific
areas within an environment, which can
leave other critical network segments
untested. This selective focus may lead to
security blind spots, especially in complex
networks that consist of a wide range

of devices and interconnected systems.
Ensuring comprehensive coverage is vital for
maintaining strong security.

Reactivity vs. Proactivity:

The infrequent nature of traditional
assessments makes this approach inherently
reactive. Organizations must wait for the
next scheduled assessment to identify new
vulnerabilities and other weaknesses, rather
than continuously monitoring and adapting
to emerging threats.
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3. Inability to Quickly Assess and Adapt to Emerging Threats

1 Scale of Assessment:

Consulting firms often face challenges in
scaling their assessments quickly to cover
newly identified vulnerabilities across large
networks, particularly those recently added
to the CISA KEV. The fast pace of evolving
cyber threats demands a dynamic response
that traditional consulting schedules might
not support.

)

Speed of Response:

The time it takes to mobilize consulting teams
and begin an assessment can be substantial.
In contrast, autonomous systems like
NodeZero can be deployed instantly and run
continuously, delivering immediate insights
and responses to emerging threats, including
those named by CISA.

4. Cost and Resource Intensiveness

S High Expense:
Hiring consulting firms for thorough and
frequent assessments can be costly. These
expenses may become prohibitively high if
aiming for a continuous assessment model.

Section Summary

&
11

Resource Allocation:

Using external consultants demands
substantial coordination and internal
resource allocation. Preparing for audits
requires considerable time and effort,
potentially diverting attention from other
essential security tasks.

Given the limitations mentioned above, integrating autonomous penetration testing
solutions like NodeZero into a Security by Design framework offers a more efficient and
effective approach. NodeZero's ability to provide continuous, comprehensive coverage
and quickly adapt to new threats enables organizations to maintain a strong security
posture. This strategic integration ensures that security remains aligned with the evolving
threat landscape, significantly reducing the organization’s exposure to cyberattacks.
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Communicating Improvements in Your
Security Posture to Executive Leadership

As you strengthen your cybersecurity measures after a breach, it is crucial to clearly
communicate the ongoing improvements in your security posture to executive leadership.
This communication should emphasize measurable outcomes and strategic insights that
demonstrate progress and validate the security investments. Key areas to focus on include:

1. Reduction in Exploitable Attack Surface

What to communicate:
* Current state of your attack surface: Provide a clear definition of what constitutes your attack
surface, including all points where unauthorized users can try to gain access to your systems.

* Reduction of attack surface over time: Demonstrate how initiatives like autonomous
penetration testing have contributed to reducing your attack surface. Highlight specific metrics,
such as the number of vulnerabilities discovered and remediated, improvements in Mean Time to
Remediate (MTTR), and the reduction in high-risk vulnerabilities.

* Specific attack surface elements to include:

* Reduction of critical impacts like domain compromise, sensitive data exposure, and
ransomware exposure.

* Reduction of exploitable vulnerabilities and weaknesses in the context of recent CVEs and
the CISA KEV catalog.

* Reduction of weak and easily compromised credentials.
* Reduction of risky service credentials and other privileged accounts.

* Reduction of accessible data, for example, shared drives, slack attachments, etc., with the
distinction of authenticated versus unauthenticated access.

* Reduction of potentially exploitable (known to be vulnerable) hosts.
* Reduction of open and/or unnecessary TCP/UDP ports.
* Reduction of unnecessary software on endpoints.
* Improvements in security controls like MFA, EDR, and SIEM.
* Implementation and validation of necessary network segmentation.
* Strength of cloud IAM policy effectiveness, and cloud
vulnerability management.
Visualization and Reporting:

® Utilize graphs and trend lines to depict the reduction in your attack surface over time.
This should include charts showing a decrease in open ports, easily compromised
credentials, services exposed to the internet, unsecured data,
and the number of unpatched systems at risk.
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2. Resolution of Exploitable
Security Weaknesses

What to communicate:

* Number of weaknesses addressed: Quantify how many
exploitable security weaknesses have been found and fixed.

* Speed of remediation: Report on how quickly documented
weaknesses are being addressed post-identification.

* Root causes of persistent issues: If certain vulnerabilities
or risks persist, provide analysis on why this is happening,
which could be due to systemic issues, failed patches,
waiting on next scheduled maintenance windows, or inability
to remediate.

Visualization and Reporting:

®* Prepare a dashboard that tracks and visualizes these metrics,
including time to remediation and effectiveness of patching
initiatives. Highlight improvements and ongoing challenges
to keep leadership informed about the status and efficacy of
the cybersecurity strategy.

3. Incident Detection and Response Times

What to communicate:
* Initial detection times: Detail how quickly your systems and team are currently
detecting exploits and other attacks once they occur.

* Improvements in reaction times: Highlight any reductions in detection and response
times because of using new tools like SOAR and EDR systems, enhanced SOC protocols,
and value of training exercises.

®* Comparison over time: Compare current performance to past metrics to illustrate how
strategic initiatives led to improvements.

Visualization and Reporting:

¢ Use time-series graphs to show trends in detection and response times. Include
benchmarks or industry standards if available to provide context for these metrics.

HORIZON3.ai

+HRESFBUT VERIFY

15



16

WHITE PAPER Enhancing Cybersecurity Post-Breach

4. Strategic Summary

What to communicate:

* Strategic summaries: Each report you prepare for your leadership should
conclude with a strategic summary that interprets the data, offers insights into the
effectiveness of current cybersecurity strategies, and makes recommendations for
future actions.

® Compare and contrast: Each summary should link the cybersecurity improvements to
broader organizational goals, such as reducing operational risk, safeguarding data, and
following regulatory requirements, standards, and best practices.

5. Importance of Continuous Communication

What to communicate:

* Communication schedule: Establish a regular schedule for these communications,
such as quarterly security reviews, to ensure that leadership stays informed and
engaged with the cybersecurity process. This regular cadence helps in making
informed decisions and in aligning security strategies with organizational goals.

* Emergency communications: In the event of needing to communicate with
leadership outside of normal intervals, establish an emergency communication
protocol that covers when they take place, how information is disseminated, and who
needs to be informed.

Section Summary

By clearly and effectively communicating these crucial elements of your cybersecurity

enhancements, you can ensure that executive leadership is consistently well-informed
about the return on investment from your cybersecurity measures and the proactive
steps being taken to shield the organization from emerging threats.
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Conclusion

In the aftermath of a breach, organizations
often invest heavily in fortifying their defenses
against future attacks. However, relying

solely on reactionary measures does not
guarantee immunity from future breaches.
Embracing a proactive Security by Design
strategy, anchored in continuous cyber risk
assessments like those facilitated by NodeZero

autonomous penetration testing, is paramount.

This whitepaper has revealed seven essential
strategies for integrating NodeZero into
Security by Design initiatives, emphasizing

its role in identifying and mitigating
vulnerabilities across IT infrastructures. By
leveraging NodeZero's capabilities for rapid
retesting, security control validation, and
real-time adaptation to emerging threats,
organizations can fortify their security posture
comprehensively and sustainably.

» Totest drive Nodeiefo in your own
9nvironme’nt; sign up for afree trial.

https:/www.horizon3.ai/trial

» Tolearn how NodeZero can help secure

Enhancing Cybersecurity Post-Breach

Furthermore, the paper highlighted the limitations
of traditional consulting approaches post-
breach, underscoring the need for continuous,
scalable security solutions. It also stressed the
importance of effective communication with
executive leadership, ensuring ongoing support
and alignment of cybersecurity investments with
organizational goals.

Ultimately, adopting a rigorous Security by

Design approach, augmented by autonomous
penetration testing, not only safeguards against
current threats but also prepares organizations
proactively for the challenges of tomorrow’s
cybersecurity landscape. By following the
recommendations outlined in this white paper,
security leaders and practitioners can bolster their
defenses and nurture a resilient security culture
within their organizations.
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